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If the things I’m doing is considered a crime, then let his-
tory be a witness that I am a criminal. Hostility toward 

America is a religious duty and we hope to be rewarded by 
God.” These words, written in the margin of a library book, 
alarmed a patron sufficiently to cause him to make a direct 
phone call to the Federal Bureau of Investigation (FBI) to 
report his findings. So began Whatcom County Library’s 
year of learning, filled with lessons for library management, 
staff, patrons, and all who hold that the core principles of 
librarianship include the civil liberties that are written in 
the U.S. Constitution. 

The story begins in Deming, a picturesque, rural, 
unincorporated community located in far northwestern 
Washington State near the foothills of the Cascades. A 
dedicated, energetic Friends of the Library group built the 
library in 1992 and is planning an expansion in the near 
future. The library is a branch of Whatcom County Library 
System (WCLS), a one-county regional library of nine 
branches and a bookmobile with a circulation of approxi-
mately twelve items per capita and growing.  

An FBI agent stopped in at the Deming branch in 
June 2004 and asked whether the library could provide 
the names of persons who had borrowed the book Bin 
Laden: The Man Who Declared War on America, written 
by Yossef Bodansky.1 Staff at the library told the agent 
that the matter would be communicated to library man-
agement per the WCLS policy. Management consulted 
counsel, who then called the local FBI for further infor-
mation. The FBI reported that there was a handwritten 
note in the margin that had caused the agency concern. 
(The book had been confiscated by the FBI.) The library 
district’s attorney told the agent that the library would 
not release any information without a subpoena or  
court order. 

The library district’s attorney, after researching the 
quote, wrote a letter to the FBI agent and reported that 
the writing in the margin was nearly a direct quote of a 
statement made by Osama Bin Laden in a 1998 interview. 
A subpoena was served to the library district’s attorney. 
A special meeting of the WCLS board of trustees was 
posted, and the library district’s attorney asked to attend 
the scheduled executive session of the meeting in order to 
clarify the issue and discuss the options. A resolution to 
proceed with a motion to quash the subpoena was passed 
based on the following rationale:

● The subpoena infringed upon constitutionally pro-
tected rights. A library is a cornerstone of First 
Amendment rights, an institution built on the concept 
of free expression of ideas; free exchange of informa-
tion is a fundamental First Amendment right of the 
library, the patron, and the public.

● There was no substantial connection between the infor-
mation sought and the subject of the grand jury proceed-
ings, because of an inadequate foundation for inquiry.

● Libraries have the right to disseminate information 
freely, confidentially, and without the chilling effect 
of disclosure.

● The Supreme Court has recognized several times that 
individuals have a fundamental First Amendment right 
to receive information, free of the chilling effects of 
regulation of that right.

● The State of Washington has long recognized the pri-
vacy of library records and the need to protect records, 
indicating a person’s reading choices from public dis-
closure (RCW 42.17.310[l]).

● The information was not readily available to the library 
district because its computer records contain only the 
names of the current book borrower and a maximum 
of one previous borrower if that borrower borrowed 
the book within the last ninety days. 

● Production of records within the backups of the 
system would be a burden on the library district and 
in fact were maintained by the Bellingham Public 
Library. (The library district and the Bellingham 
Public Library have shared a common database and 
circulation system for more than a decade.)

The library district’s attorney received notice that the 
grand jury subpoena was withdrawn and request to dismiss 
the motion to quash as moot without prejudice because of 
the fact that the circulation data is maintained on the system 
operated by the Bellingham Public Library. Since that time, 
the Bellingham Public Library and WCLS have examined 
and revised their circulation records retention policy and 
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backup polices and are updating ownership of the records 
and procedures should another such incident take place. 
Prior to this incident, the WCLS board of trustees had 
passed a resolution to support an amendment of the USA 
PATRIOT Act and reaffirm the role of the public library as 
a foundation of democracy in Whatcom County.2 Since then 
both the city of Bellingham and Whatcom County have also 
passed resolutions about the PATRIOT Act.

Another decision facing the board was whether to 
report this incident to ALA anonymously or to allow the 
story to be told. This article is testimony of that decision. 
Because of the sunset debate raising the similarities of this 
incident to elements of secrecy and confidentiality of the 
USA PATRIOT Act, the story of the Whatcom Public Library 
has generated national publicity and local and international 
e-mail responses. The vast majority have applauded the 
library’s efforts. One library user wrote:

Know that there are many “senior citizen” library 
card holders like me with an interest in world devel-
opments as well as multicultural political and social 
commentary including dissent who, sadly, have not 
used their cards for same since the PATRIOT Act 
was passed. I applaud your going public with the 
incident you described.

Two caring and budget-conscious readers have sent 
WCLS replacement copies of the confiscated book. While the 
process was under investigation, the board and staff treated 
the request not to disclose the subpoena as a gag order, which 
highlighted the onerous nature of such secrecy. Had this been 
a PATRIOT Act subpoena, the gag order would have been man-
datory, and all legal protections would have been off. 

Going through this experience has reinforced for the 
board and staff the unchecked power of the PATRIOT 
Act. Our attorney Deborra Garrett has said, “It’s not that 
privacy rights can never be invaded, but if the government 
seeks to invade them, the government has to show that it’s 
absolutely necessary to do that.”

Among the ironies of this story is the fact that the 9/11 
Commission Report contains the quote written in the mar-
gin of the book checked out in Deming.3 That same report 
also describes an agenda of opportunity with the United 
Nations, equating “literacy as freedom” and that “the United 
States should rebuild the scholarship, exchange and library 
programs that reach out to young people and offer them 
knowledge and hope.”4 A wonderful image, one to preserve 
in any country, including the United States of America.

The libraries of the future are being shaped by our action 
or inaction. If you choose action, here are some suggestions.

Be Aware 
This experience has illustrated in harsh terms the impor-
tance of protecting our basic values, our bedrock constitu-

tional rights. According to Howard Foerstell, “The ‘war on 
terrorism’ is this nation’s most loosely defined war, yet it 
has already been accompanied by more fundamental reduc-
tions in our constitutional rights than any other American 
conflict.”5 The 342-page USA PATRIOT Act was passed 
quickly, at a time when fear and paranoia were rampant. It 
was not debated, some say not read, and definitely did not 
follow the traditional scrutiny, checks, and balances that 
a law of such scope and size should have to withstand. 
Although the WCLS subpoena was not a PATRIOT Act sub-
poena, it mirrored a PATRIOT Act subpoena in many ways. 
As informed American citizens, library boards and staff 
must follow current issues dealing with all forms of intel-
lectual freedom issues and recognize the ways that their 
library services and their access to materials are impacted 
by the results. The ALA Office for Intellectual Freedom 
Web page features current news and issues.6

Attend Conferences and  
Informational Sessions
In this era of staff already stretched to their limits, attend-
ing conferences and training is invaluable. In the last few 
years, sessions focused on the PATRIOT Act held in vari-
ous locations around the state of Washington as well as at 
the Washington Library Association’s annual conference 
helped cut to the chase of the PATRIOT Act sections that 
affected libraries. Those sessions also provided a forum 
for debate; one included an FBI agent to build greater 
understanding of both sides of the issue. A recent League 
of Women Voters Meeting featured a panel discussion that 
included a border patrol agent talking about Homeland 
Security issues and changes as well as Washington’s 
Congressman Rick Larsen’s staff talking about the USA 
PATRIOT Act and amendments.

Hold Discussions with Board Members 
and an Attorney
Be aware of your state’s confidentiality laws and prepare 
handouts for patrons so that the library’s stand is clear. 
As policy makers, the board must take the time to delib-
erate issues of confidentiality freely and vigorously. This 
must take place before a subpoena or search warrant is 
issued to be effective rather than reactionary. It should 
be made clear to prospective board members that they 
may be required to take a stand on issues relating to First 
Amendment rights and what that really means. The line 
between being a responsible citizen and the professional 
principles of freedom of expression and freedom to read 
varies. Currently forty-eight states have laws protecting 
confidentiality of library records that will give structure 
to this discussion. It is obvious that tightly worded, clearly 
written policies must be enforced; this is not going to be 
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popular among staff, who pride themselves on the friendly 
and open local library customer service style—those days 
are history. 

Records retention policies are also better addressed in 
a proactive way. What is reasonable for your community? 
What is the rationale for the length of time that records are 
kept and which is ultimately more costly to the library—not 
being able to locate the borrower of a lost CD from a set 
versus the attorney fees and staff and board time in fight-
ing a government request for records? A procedure for con-
ducting a privacy audit can by found in the book Privacy 
in the 21st Century by Helen R. Adams et al.7

Invite an attorney to speak with your board about 
liability and other elements of responding to governmental 
requests for information. Ideally you will find one that is 
committed to intellectual freedom and First Amendment 
rights through Lawyers for Libraries.

Check Procedures and  
Hold Training for Staff 
When the policy is in place, procedures must be agreed 
upon, written, communicated, and distributed. WCLS held 
two sessions for staff with an attorney present to discuss 
the PATRIOT Act, answer staff questions, and assist in a 
process for handling governmental requests for informa-
tion. At the time, this seemed like an important process, 
but it was treated casually, as if this would never really hap-
pen at our library. The Intellectual Freedom section of the 
ALA Web site has many helpful guidelines for dealing with 
confidentiality and coping with law enforcement.

Show the Public That You Are Taking a 
Proactive Stance
Include your confidentiality policy on your Web site and 
link to the ALA Office for Intellectual Freedom site. WCLS 
designed bookmarks in an FAQ format to address confiden-
tiality. The following disclaimer is included under the ques-
tion, “Who may access my records: The FBI may obtain 
your library records by following procedures established 
under the USA PATRIOT Act.”

Make Sure Your Collections Contain 
Thorough Coverage of Current  
Political Events
The media piques interest on topics, while libraries need 
to provide the depth. For example, seeking out works from 
Middle Eastern countries, both fiction and nonfiction, 
could spark understanding in ways that only a good book 
can. This is not a new concept. John N. Berry reports in an 
editorial in Library Journal:

For it has been rightly judged that, under political, 
social and religious institutions like ours, it is of 
paramount importance that the means of general 
information should be so diffused that the largest 
possible number of persons should be induced to 
read and understand questions going down to the 
very foundations of social order . . . which we, as 
a people are constantly required to decide, and do 
decide, either ignorantly or wisely.8 

Be Prepared for the Press 
Keep a log of events and prepare sound bites in advance 
so that the information is consistent. What does intel-
lectual freedom really mean? What is the role of libraries 
in societal change and education? Can libraries advocate 
social or political causes? Vigorous debate on these 
questions must happen at the grassroots library staff 
and board level. The Library Bill of Rights, originally 
drafted in 1939, has grown and matured, giving struc-
ture, guidance, and a ready analysis for complex times. 
New editions of the ALA Intellectual Freedom Manual 
ensure that library staff can revisit the fundamentals that 
cannot change in light of current world political events.9 
Civil liberties in this country have faced threats in the 
past, and each time the country has come to regret it. 
The difference this time is that “the war on terrorism is 
being waged against a hidden enemy who is not going to 
surrender in a ceremony.”10

 Does this war require us to stand by and watch the 
chilling effect erode America’s libraries? Not according to 
the Library Bill of Rights, which affirms, “Libraries should 
cooperate with all persons and groups concerned with 
resisting abridgment of free expression and free access to 
ideas.”11 In the opinion of Deborra Garrett, the attorney 
working with WCLS on this issue:

The library did not know the FBI’s reason-
ing when its agent asked for our records; we 
simply knew that the reason we were given 
verbally (the fact of the book with the writing 
in it) did not persuade us that the danger was 
so great that it justified violating our patron’s 
privacy. That’s why we went to court to ask a 
judge to void the FBI’s subpoena. The law pro-
vides for a judge to hear the reasoning of both 
sides, and then decide whether the danger 
is serious and imminent enough that it justi-
fies disclosing records that would otherwise  
be private.

In our case, the system worked, and that is why we 
tell this story. Nat Hentoff’s hopeful book, The War on 
the Bill of Rights and the Gathering Resistance, includes 
the following quote from a letter to a group of young  
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lawyers written by former Supreme Court Justice William 
O. Douglas: 

As nightfall does not come all at once, neither 
does oppression. In both instances, there is 
a twilight when everything remains seemingly 
unchanged. And it is in such twilight that we all 
must be most aware of change in the air—however 
slight—lest we become unwitting victims of the 
darkness.12

As librarians in this era of shadows, our responsibility 
is crystal clear.
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